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1. Purpose 
This policy outlines the secure management of school data and hardware when staff 
work off-site (e.g., from home or attending remote training). 

2. Physical Security of Assets 
School-owned laptops and tablets taken off-site must be securely transported. They 
must not be left unattended in public places or left overnight in vehicles. If lost or 
stolen, it must be reported to the Headteacher immediately. 

3. Public Wi-Fi 
Staff should avoid using unsecure public Wi-Fi networks when accessing school 
systems. If public Wi-Fi must be used, a secure VPN connection is mandatory before 
accessing any sensitive school data. 

4. Paper Records 
If physical documents containing sensitive data must be taken off-site (which should be 
avoided where digital alternatives exist), they must be kept out of sight, transported 
securely, and never left unattended.  They must be returned to the school premises and 
securely locked away or shredded as soon as possible. 

5. Shared Home Environments 
When working from home, staff must ensure that screens displaying sensitive data (e.g., 
safeguarding notes, financial records) are not visible to other household members. 


